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Access to sensitive data

Access to sensitive date

We want OpenObs users to be able to request access to the exact location of sensitive data within a 
specific geographical and taxonomic scope.



Steps needed

 For sensitive data visualisation : 

● Connection module with differents roles
● Request form for access to sensitive data within a specific scope
● Secure the access root to sensitive data (ensure that only authorized users can access precise locations 

within the defined scope)
● Add new fields to the database (related to unblurred location)
● Visualize sensitive data



Connection

 Connection module 

Connection using ala-security-project : https://github.com/AtlasOfLivingAustralia/ala-security-project 
& ala-auth : https://github.com/AtlasOfLivingAustralia/ala-security-project/tree/develop/ala-auth 

We use INPN CAS, already used by the INPN website
Different Roles are defined (Admin, User, Validator)

This integration is essential to ensure that only authorized persons can access to the request form

In practice, easy to implement : only configuration needs to be set
Map the fields with the names on our CAS (in French)
→ ALA expects attributes in English, and the CAS returns them in French
Find the correct file to modify the configuration : 
→ openobs-hub : application.groovy & application.yml
→ install-docker : biocache-hub-config.properties

https://github.com/AtlasOfLivingAustralia/ala-security-project
https://github.com/AtlasOfLivingAustralia/ala-security-project/tree/develop/ala-auth


Connection

OpenobsAuthService.groovy Fields names



Connection
openobs-install-docker :

biocache-hub-config.properties
openobs-hub



Request form

 Request form for access to sensitive data within a specific scope 

Addition on our side on openobs-hub with GORM grails.
Online documentation : https://gorm.grails.org/latest/hibernate/manual/index.html to create a specific 
database with the differents requests

We had to modify 2 configurations files in 2 different project ...

https://gorm.grails.org/latest/hibernate/manual/index.html


Request form



Secure access roots

Secure the access roots to sensitive data 

Try with ALA using oicd and jwt



Secure access roots

Only configuration modification to add oicd and jwt
Using Keycloack to generate token (jwt)

Secure with params geom & taxa ?



Secure access roots

Other possibility with spring security by creating a new filter : JwtAuthenticationFilter.java
→ Create a JWTpersonalized



New fields

Add new fields to the database (related to unblurred location)

New fields for each sensitive data with location precision (minimumElevationInMetersC, maximumElevationInMetersC, 
minimumDepthInMetersC, maximumDepthInMetersC, decimalLatitudeC, decimalLongitudeC, coordinateUncertaintyInMetersC, natureObjetGeoC, 
geodeticDatumC, dataGeneralizationsC, localityC, municipalityC, municipalityCodeC, municipalityResearchC, epciC, epciCodeC,countyC, countyCodeC, 
stateProvinceC, stateProvinceCodeC, maille10CodeC, footprintWKTC)

→ same names ending with C



Research

Result of the research

Once the request for access to sensitive data has been approved for a specific geographical and 
taxonomic scope, the idea is that the search results will filter the data accordingly, displaying the values of 
the new database fields, such as municipalityC instead of municipality, both on the map and on the detail 
pages.



Issues

● Lack of documentation on ALA
● Many repositories on GitHub, making it difficult to navigate
● Example for the connection: very simple (only config files to modify), but it's hard to identify which files 

and in which module, and some customisation with the fields names



Thank you for 
your attention
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